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Crises have a way of 
exacerbating underlying 
vulnerabilities. Once the 

protective surface has been 
flayed from society, its pre-
existing conditions are exposed 
and rendered more acute.

Authors in this edition warn how Covid-19 
lays bare inequity, inequality and poverty; the 
virus is not indiscriminate. And when ingrained 
injustices reach a peak, righteous anger and 
frustration inevitably spill over into discord, 
presenting an opening for those who seek 
to profi t from inflaming societal division. 

The Covid-19 crisis – which has taken so 
many lives and wreaked such misery, fear 
and pain – raises questions about humanity’s 
ability to work together against common, 
global threats. With a few notable exceptions, 
the virus seems to have caught governments 
on the back foot, illustrated by a failure to 
understand the full cascading consequences 
and potential systemic nature of a pandemic. 

Perhaps the fi rst mistake of many 
was an initial inclination to treat this as a 
‘health’ emergency, failing to appreciate 
how interdependencies allow the virus 
to rampage across all layers of a society 
– from individuals and communities, to 
livelihoods, businesses, economies and 
supply chains – calling our very values and 
global models of co-operation into question.

Another glaring omission is evident – where 
is resilience? Why is the voice of emergency 
management unheeded by so many at the top 
levels of governance and the public alike? On 
p8, Eric Russell attempts to fi nd answers, while 
on p42 Paolo Garonna explores how science 
and its global institutions have been devalued 
and exploited – to the extent of making them 
viewed as irrelevant in some quarters.

How are we going to cope when larger, more 
interconnected and destructive crises sweep 
our way? The answer must not lie in retreating 
into conflict and hostility. But we cannot come 
out of this as we were before, and this may be a 
good thing, as Marcus Coleman notes on p46. 
We can transform tragedy into opportunity for 
all. We can examine our global institutions, 
empowering them to act with authority and 
universal legitimacy, while maintaining vigilant 
oversight. We can place our resilience experts 
where they should be – trusted, experienced 
voices, whose knowledge is valued and 
respected at the very highest levels.

The alternative is to retreat into narrow, 
nationalistic opportunism, privilege and self-
interest, sticking tiny plasters on the exposed, 
weeping wounds of our global society.

Surely we can do better than this? 
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C ommercial drones have earned their status 
as a contemporary disruptive technology, 
proving themselves to be an innovative 
development that has signifi cantly altered 
the way that consumers, industries and 

businesses across the world operate. 
Drones have become an increasingly familiar aspect 

of modern life and work, playing a growing role for 
emergency services in their response to crisis. But the 

sudden and dramatic rise of 
the use of commercial drones 
from hobby-enthusiasts to a 
ubiquitous business tool remains 
in its infancy, and governments are 
struggling to fi nd eff ective ways 
to address the full range of safety 
and security concerns associated 
with the drone revolution.

During a time when all 
organisations and governments 
across the world are under 
pressure to be more effi  cient, 
environmentally friendly, 
innovative and ambitious 
in how they deliver services, 
drones off er a lens onto the 

world below. Gathering data quickly and accurately 
from places that are hard to reach, they can create 
a unique record in near real time. Th is can make 
a crucial diff erence in managing costs, controlling 
risks, increasing safety and infl uencing outcomes. 

Drones are democratising the sky and enabling new 
participants in aviation, quickly evolving beyond their 
military origin to become powerful business tools. In the 
US, projected growth of the market for commercial drones 
is set to rise from $850 million this year to $1 billion in 
2022. Th e largest share of the US drone market is expected 
to be across all government departments, predicted to 
reach a value of $420 million over the next two years. 

In the UK, the government’s Counter-Unmanned 
Aircraft Strategy published last year, supported 
industry predictions that by 2030, 76,000 drones 
will be fl ying across UK skies, part of a projected 
drone technology industry with the potential to 
increase UK Gross Domestic Product (GDP) by £42 
billion (or two per cent) over the next ten years. 

Th e predicted rise in the US and the UK drone 
markets is also anticipated throughout European 
member states, as well as other nations across the globe. 
Th e future of fl ight is currently being dominated by 

Disruptive technology: 
The drone threat landscape

Drones have democratised the skies and brought 
innumerable benefi ts to fi rst responders and 
disaster management agencies alike. Unfortunately, 
in the wrong hands, they have the capacity to 
damage, destroy and disrupt. Andrew Staniforth
looks at the development of rules and systems to 
govern their use
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the proliferation of drone technology and all industry 
estimates provides strong evidence that drones are 
headed for new heights in the business world. But the 
rapid growth of the drone industry has so far outpaced 
the development of rules and systems to govern their 
use, resulting in a growing threat landscape that presents 
major public safety and national security concerns. 

Th e rapid proliferation of drones represents a 
disruptive technological innovation that continues to 
develop at exponential speed, and on a global scale. 
Autonomously piloted systems have the potential to 
revolutionise how disasters and crisis are managed by 
fi rst-responder agencies. At the same time, this new 
technology is being hijacked by those with hostile 
intentions, adopting and adapting the use of drones 
for their own nefarious purposes. Unfortunately, in the 
wrong hands, drones have the capacity to damage, destroy, 
disrupt and, when used as a terrorist tactic, have the 
capability to conduct deadly and determined attacks. 

Th e increasing use of UAVs by amateur enthusiasts 
and professionally qualifi ed drone pilots has resulted in 
a growing catalogue of incidents ranging in seriousness 
from minor occurrences causing public nuisance, to 
major threats to national security. Th e misuse of drones 
includes the intentional invasion of privacy upon 
individual citizens by persistent paparazzi, along with 
physical injury caused to pedestrians and damage to 
vehicles and property by enthusiasts recklessly ignoring 
regulations and losing control of their drones. 

Such increasing misuse has also resulted in police 
offi  cers in many nations across the world having to attend 
incidents and accidents involving drones and, more 
concerning, having to investigate a rise in crimes involving 
drones purchased online or direct from stores. Th ese 
investigations have included allegations that drones are 
being used to supply illegal drugs into prisons, human 
traffi  ckers are using them to monitor border patrols, 
paedophiles are hovering over children’s playgrounds 
and burglars are scoping out people’s properties.  

Aviation facilities, particularly large airports, also 
remain attractive targets for drone pilots with hostile 
intent because of their high-profi le and iconic nature. 
An attack or malicious and disruptive incursion using a 
drone, has already proven to have serious safety, security 
and economic consequences. Despite the knowledge of 
rogue-drone activity in restricted areas, and the clear and 
present danger posed to aircraft from potential drone-
strikes, reports of rogue drone activity at airports across 
the world continue to occur with alarming regularity. 

Aside from the targeting of airports and aircraft by 
rogue drone pilots, all manner of threats from increasingly 
sophisticated drones with larger payload capacities are set 
to provide greater challenges to public safety and national 
security, including the economic wellbeing of businesses 
across the world from a drone-enabled cyberattack.  

As digital circuitry and wireless technology become 
an increasingly integral part of consumer and industrial 
goods, the opportunities available for cyber criminals 
to compromise or exploit these items grows. Drones 
are now an emerging cybersecurity concern – both as 
targets for cyberattack, and as potential attack vectors 
for malicious actors. Drones use the most advanced 
technological equipment and research into these vehicles 

is providing continuous improvements, resulting in 
a new generation of drones characterised by high 
performance, high autonomy and extreme versatility, 
which make their use suitable for many applications. 

Th e rapid proliferation of drones does not necessarily 
mean they are safe to use, as many have inherent 
and potentially serious design fl aws. Given their 
manoeuvrability, small size, and the fact that their 
combination of on-board processing power, photographic 
equipment and connectivity makes them the equivalent 
of fl ying laptops, it is no wonder that drones are now 
perceived as viable threats to information security. Poorly 
secured or unsecured wireless networks are seen as 
particularly vulnerable, with attack scenarios envisaged 
where compromised or purpose-bought drones could be 

fl own or discreetly landed in the vicinity of a hot spot, 
and used to stage cyberattacks over guest and short-
range WiFi, Bluetooth, and other wireless connections. 

Despite the new generation of drones being packed with 
the latest technical tools, a number of independent tests 
by researchers have demonstrated how high-end drones 
commonly deployed by government agencies, including 
police forces, can be remotely exploited by rogue hackers. 
Researchers have found security fl aws in drones’ radio 
connections, providing opportunities to exploit the lack of 
encryption between the drone and its controller module.  

To facilitate attacks on drones, the discovery of the 
‘Maldrone’ malware fi ve years ago was a wake-up call to 
defence and security policymakers across the world. As 
a type of malware specifi cally intended to hack into 
drones via internet connections, Maldrone was used 
to either swipe the data that drones had collected, or 
to take over their physical control and direction. 

Expanding attack vectors
Th e hijacking of drones continues to present a danger 
within the ever expanding attack vectors of the 
contemporary cyber criminal. To mitigate the threat, it 
is essential to safeguard every single component of the 
increasingly sophisticated drone from cyberattack, a 
major industry challenge, as when drones were initially 
developed, cyberattacks were not considered high priority. 

To reduce the risk further, in-depth research into 
cyberattack threats and vulnerability identifi cation 
of drones is needed. Th is research should include the 
study of more sophisticated attack scenarios together 
with the development of metrics for drone cyberattacks. 
Conducting rigorous and collaborative programmes of 
drone cybersecurity research will serve to strengthen the 
safe use of drones and reduce their vulnerability to attack 
from contemporary cybercriminals.  
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